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Abstract
Purpose – The purpose of this paper is to explore different health care professionals’ discourse
about privacy – its definition and importance in health care, and its role in their day-to-day work.
Professionals’ discourse about privacy reveals how new technologies and laws challenge existing
practices of information control within and between professional groups in health care, with
implications not only for patient privacy, but also for the role of information control in professions
more generally.
Design/methodology/approach – The authors conducted in-depth, semi-structured interviews
with n¼ 83 doctors, nurses, and health information professionals in two academic medical centers
and one veteran’s administration hospital/clinic in the Northeastern USA. Interview responses were
qualitatively coded for themes and patterns across groups were identified.
Findings – The health care providers and the authors studied actively sought to uphold the
protection (and control) of patient information through professional ethics and practices, as well as
through the use of technologies and compliance with legal regulations. They used discourses of
professionalism, as well as of law and technology, to sometimes accept and sometimes resist changes
to practice required in the changing technological and legal context of health care. The authors found
differences across professional groups; for some, protection of patient information is part of core
professional ethics, while for others it is simply part of their occupational work, aligned with
organizational interests.
Research limitations/implications – This qualitative study of physicians, nurses, and health
information professionals revealed some differences in views and practices for protecting patient
information in the changing technological and legal context of health care that suggest some
professional groups (doctors) may be more likely to resist such changes and others (health information
professionals) will actively adopt them.
Practical implications – New technologies and regulations are changing how information
is used in health care delivery, challenging professional practices for the control of patient
information that may change the value or meaning of medical records for different professional
groups.
Originality/value – Qualitative findings suggest that professional groups in health care vary
in the extent of information control they have, as well in how they view such control. Some groups
may be more likely to (be able to) resist changes in the professional control of information that
stem from new technologies or regulatory policies. Some professionals recognize that new IT systems

Journal of Health Organization and
Management

Vol. 30 No. 2, 2016
pp. 207-226

Emerald Group Publishing Limited
1477-7266

DOI 10.1108/JHOM-12-2014-0220

Received 31 December 2014
Revised 6 July 2015

29 August 2015
Accepted 9 September 2015

The current issue and full text archive of this journal is available on Emerald Insight at:
www.emeraldinsight.com/1477-7266.htm

©Anthony and Stablein. Published by Emerald Group Publishing Limited. This article is
published under the Creative Commons Attribution (CC BY 3.0) licence. Anyone may reproduce,
distribute, translate and create derivative works of this article (for both commercial &
non-commercial purposes), subject to full attribution to the original publication and authors. The
full terms of this licence may be seen at http://creativecommons.org/licences/by/3.0/legalcode

207

Privacy
in practice



and regulations challenge existing social control of information in health care, with the potential
to undermine (or possibly bolster) professional self-control for some but not necessarily all
occupational groups.
Keywords Information technology, Privacy, Professions, Professionalism,
Health care professionals, Information control
Paper type Research paper

Introduction
Expectations of privacy and confidentiality in medical care are rooted in core
professional ethical standards across a variety of health professions. For example, in
each of its iterations throughout history, the Hippocratic Oath among physicians
includes a commitment to protect patient confidentiality and privacy (Edelstein, 1943;
Kao and Parsi, 2004). In one current version, takers of the oath state, “I will respect the
privacy of my patients, for their problems are not disclosed to me that the world may
know” (Miles, 2005). Nurses also have a code of ethics, the Nightingale Pledge.
According to the American Nursing Association (2014), nurses pledge to “do all in
my power to […] hold in confidence all personal matters committed to my keeping,
and family affairs coming to my knowledge in the practice of my calling.” Even
newer “professional” occupations such as the American Academy of Professional
Coders (2014), an organization that certifies health information specialists who work
with medical records, have a code of ethics that includes protecting patient privacy
and confidentiality.

While ethical codes are often defined as one of the core features of professions
(Scott, 2008; Suchman and Dimick, 2010; Wilensky, 1964), ethics alone are not a sufficient
indicator of professional status (Abbott, 1988). Another core feature of professions is the
ability to control information (among other things) (Abbott, 1988; Freidson, 1970a, b;
Larson, 1977; Parsons, 1954), so anything that might alter or challenge that control has
important implications for professions: for professional relationships with clients, for intra-
and inter-professional relationships, as well as for professional identity itself. For example,
studies of new technologies in medical practice find they often spur inter-professional
conflict, as well as challenge existing intra-professional practices and organizational
routines (Barley, 1986; Koppel et al., 2008; Koppel, 2013). The widespread diffusion of new
information and communication technologies (ICTs) into health care creates a change in at
least the way that information is managed and disseminated (e.g. Blumenthal, 2010;
Canada Health Infoway, 2014; Hendy et al., 2007; Institute of Medicine, 2001), which has
implications for the professional control of information. Moreover, because access to
information in health care depends on interactions across multiple professional groups
within and across socio-technical organizations (Harrison et al., 2007; Holønd, 2012), ICTs
may challenge the information control of multiple professional groups, causing additional
disruptions and possibilities for change. According to Suchman and Dimick (2010),
“medical professionalism in the new Information age will depend not only on the medical
professions’ own assessment of what contributes sound and ethical IT use, but also on the
inter-professional balance of power in particular sites of practice” (p. 172). Studies of
professions in health care, however, typically focus on one professional group, usually
doctors (Kellogg, 2011; Timmermans and Berg, 2003), and on serious medical situations
(e.g. Anspach, 1993; Chiarello, 2013; Heimer and Staffen, 1998). Chiarello (2011, 2013)
however shows that it is important to consider the professional and ethical aspects of
mundane as well as serious medical issues to more fully understand the role of
professionalism and how it is changing over time.
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In this paper we explore how different types of health care professionals, including
doctors, nurses, and new health information professionals, think about one specific
aspect of information control in health care, protecting the privacy of patient information.
We use the growing use of ICTs, such as electronic health records (EHR) systems, as well
as new legal protections (in the USA) for patient information, to examine how different
types of health care professionals think about patient privacy and the control of patient
information in health care. We explore different professional groups’ discourse about
privacy – its definition and importance in health care, and its role in their day-to-day
work. Here discourse is defined as the language used by different types of professionals
to define and describe privacy as related to their professional work in health care
delivery. Evetts (2006, p. 139) defines professional discourse as “the ways in which
occupational and professional workers themselves are accepting, incorporating and
accommodating the idea of ‘profession’ and particularly ‘professionalism’ in their work.”
We identify how the control and protection of patient information is considered part
of the core ethic of some professions, while for others it is more simply part of their
occupational work. Professionals’ discourse about privacy also reveals how new
technologies and laws challenge existing practices of information control within and
between professional groups in health care, with implications not only for patient privacy
but also for the role of information control in professions more generally.

Background
Professions and information control
Much of the vast literature on professions centers on the ability to interpret, define, and
manipulate information within their jurisdictions (Abbott, 1988; Larson, 1977; Parsons,
1954). Such “information control” is not only a source of professional expertise, but also of
professions’ authority and status in client relationships, and of the ability to delineate,
negotiate and protect professional and occupational boundaries (Freidson, 1970a, b;
Starr, 1982; Turner, 1995). Ethical codes about how professionals use and protect client
information serve to legitimize the monopoly power and social status of professions
(Roberts and Dietrich, 1999). However, an alternative view argues that professional control
of information is not only about power, autonomy and status, but is also integral to the
trust embedded in professional-client relationships (Dingwall and King, 1995; Evetts, 2006;
Parsons, 1951). According to Evetts, the rewards of power, autonomy, and status exist for
professions because professionalism “requires professionals to be worthy of that trust, to
put clients first, to maintain confidentiality and not use their knowledge for fraudulent
purposes” (Evetts, 2006, p. 134, italics added). That is, the professional control of
information, particularly client information, is as much part of the ethical values and
identity of professional occupations as it is of their expertise, power, and status (Adler et al.,
2008). How do professional groups talk about information control as part of their
profession? Does the discourse of information control differ across professional groups?

Professional control of information is also an important part of the process of
becoming a professional, through the learning of codes and schema for meaningfully
interpreting the “persons, events, and objects commonly encountered in the occupational
world” (Van Maanen and Barley, 1984, p. 300). Such learning inculcates a strong
professional identity which is itself a powerful force on behavior that can promote client
trust and collaboration within the profession, but also impede communication and cause
professional conflict at jurisdictional boundaries (Barley, 1986; Ferlie et al., 2005). So it is
not surprising that the discourse of professionalism can be used as a source of resistance
to threats to a profession (Adler and Kwon, 2013; Champy, 2006; Evetts, 2006).
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For example, Kellogg (2011) documents how surgeons use the discourse of
professionalism to justify their resistance to new laws governing the training of
residents. However, the discourse of professionalism is also sometimes used as an
instrument to challenge professional control, particularly by forces outside of the
profession (Fournier, 1999; Hafferty and Light, 1995). Factors that affect the professional
control of information thus challenge not only the authority of the profession, but
professional identity itself. How do different professional groups use discourse of
professionalism to deal with changes that affect information control?

Information control, ICTs, and law
Expectations that more or better information will improve health care stem in part from
the promise of new information technologies to deliver higher quality and more
efficient clinical care (e.g. Blumenthal, 2010; Canada Health Infoway, 2014; Institute of
Medicine, 2001; Hendy et al., 2007). “Big data,” that is the bringing together of vast
amounts of patient, medical and genomic information to be analyzed by advanced
technologies and algorithms, is expected to revolutionize health care by delivering
precision and personalized medicine directly to patients (Giambrone et al., 2015; Topol,
2015). Similar expectations exist throughout the industrialized world despite significant
differences in health system organization and financing, as well as in definitions of key
IT terminology and functionality (Adler-Milstein et al., 2014; Hiller et al., 2011).

The significant push for provider-centric EHR systems has been relatively recent in
the USA, such as through the significant financial incentives offered via the 2009
Health Information Technology for Economic and Clinical and Health Act (HITECH)
Act, but government attention and regulation has been focussed on control of patient
electronic health information for nearly two decades. In 1996, the US Congress enacted
legislation (the Health Insurance Portability and Accountability Act (HIPAA)) that
addressed, among other provisions, the privacy and security of patients’ health
information. Since then, health care providers have pursued various professional
and organizational strategies to accomplish compliance with regulations for managing
patient information (Anthony et al., 2014).

New ICTs and the potential of big data raise concerns as well as possibilities for
providers, at least in part because such advances often challenge professional decision
making and use of information (e.g. through clinical templates, decision-support tools)
(Anderson, 2001; Dodek and Dodek, 1997; El Emam, 2013; Harrison et al., 2007; Koppel,
2013). New information technologies also blur previously established social understandings
and expectations of privacy because ICTs affect what, how, and to whom information is
transmitted, challenging established information norms and practices (Campos-Castillo
and Anthony, 2014; Nissenbaum, 2010). However, we understand little about how health
care professionals think about the legal and technological changes that have created new
imperatives for them, particularly for their control over patient information. Though a
number of studies have analyzed the privacy concerns of patients (e.g. Campos-Castillo
and Anthony, 2014; Grol et al., 1999; Sankar et al., 2003), few have looked at how health
care professionals think about how new technologies or regulations affect their
professional control of patient information. How do different professional groups in health
care perceive information control in the face of new ICTs and new legal requirements to
protect patient privacy?

In this study, we explore how different types of health care professionals think
about and protect privacy in the practice of medical care. First, what reasons do health
care providers give for protecting patient privacy and who do they think is primarily
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responsible for the privacy of patient information? Second, how do they protect privacy
in practice, i.e., what kinds of actions do they (not) take to ensure patient privacy while
delivering health care? Third, how do recent changes, both the introduction of ICTs and
new legal requirements, affect their professional control of patient information? We
explore these questions to examine whether and how different professional groups in
health care use the discourse of professionalism to accept, resist and/or justify changes
to the control and use of patient information in health care. In the next section we
describe the qualitative methods and data used in the study. Next we present our
results for how different types of professionals address the three questions above,
noting differences between professional groups. Finally, we discuss the implications of
the findings both for different professional groups in health care, and also for
information control more generally in health care.

Methods
To explore how health care professionals think about and protect privacy in practice,
we conducted 83 in-depth, semi-structured interviews with doctors (n¼ 30), and nurses
(n¼ 32) from three specialty groups (cardiology, primary care, and radiology) from
three health care settings (two academic medical centers and one federal Veterans
Affairs (VA) Hospital and Clinic), and health information staff associated with medical
records and IT (n¼ 21) from the two academic medical centers, all located in the
Northeastern USA (see Table I). (The timing of our study in the VA did not allow us
enough time to include health information staff interviews at that site.) We selected
these particular medical specialties so that we could explore the views and practices of
clinicians (physicians and nurses) who have significant contact with patients for both
primary and specialty (cardiology) care, as well as clinicians who have more limited
contact with patients, but a great deal of contact with patient information via tests
and records (radiologists). We also selected administrative staff who work directly
with patient information, including medical records analysts and coders, as well as IT
administrators and staff responsible for EHR systems.

The three sites provide some similarities and differences in organizational settings.
Academic Medical Center 1 (AMC1) is located within ten miles of the VA Hospital and
Clinic, and there is some cooperation and sharing of clinical staff across the two
settings. The second academic medical center (AMC2) is in a separate state but all in
the same region (Northeastern USA). All three provider organizations have an EHR
system. The VA Hospital and Clinic has the oldest system, which operates nationally
across all VA settings. AMC1 had a home-grown EHR system that had been in use for
over ten years at the time of our interviews, though it was in preparation to transition to
one of the prominent vendor-EHR systems. AMC2 had implemented a prominent
vendor-EHR system approximately two years prior to the interviews.

Interviews were conducted over a period of about 18-months (AMC1 in Fall 2010,
VA in Spring 2011, AMC2 in Summer 2012), during which government incentives were

Doctors Nurses Medical records/coders Total

Academic Medical Center 1 13 12 10 36
Veteran’s Affairs Hospital 5 8 0 13
Academic Medical Center 2 12 12 11 35
Total 30 32 21 83

Table I.
Health professionals:

occupations by
study sites
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implemented to encourage the adoption and use of EHRs. With the permission of
department heads and staff managers, we recruited participants by attending
department and staff meetings, followed up by e-mail invitations to participate.
Participation was voluntary and confidential. (The study was reviewed and received
approval by the Dartmouth Committee for the Protection of Human Subjects to be
conducted with voluntary verbal consent of respondents). Interviews with each
individual respondent were approximately 40-60 minutes long. We used a structured
interview guide, modified slightly for each occupational group, to ask about whether
and why patient privacy is important in medical care, how they protected patient
information, and who was ultimately responsible for patient privacy. We also asked
how they experienced new regulations and IT systems, and how such regulations and
systems affected their work generally and patient privacy specifically. All interviews
were digitally voice recorded and transcribed, then coded and analyzed using Atlas.ti 7,
a qualitative analysis software program. We used a modified grounded theory
approach (Corbin and Strauss, 2008) that involved simultaneous data collection and
analysis, synthesizing theory and data using analytic codes and memo making
(Charmaz, 2006). Following an iterative process, members of the research team
thematically coded samples of interview data into categorically similar interview
text references and then compared code classifications. During this stage, a broad
range of agreed on codes were identified in an effort to catalogue interview data into
topic-driven classifications. The research team then established a final set of codes, and
the remainder of the interviews were then coded by the research team and finally
analyzed to elucidate patterns.

Results
Patient privacy: definitions and responsibility
We asked participants to describe what privacy is in medical care and why it is
important to patients. We also asked them who they think is primarily responsible for
protecting patient privacy in health care. We identified four central concepts described
by respondents as important for privacy in health care (see Table II). We coded all
concepts mentioned by each respondent so multiple responses were possible, though
half of the physicians and about two-thirds of both nurses and administrative staff
discussed only one.

Overall, more than half of all respondents cite confidentiality, an ethical belief and
standard based in the long-established professional codes of medicine, nursing, and
even newer occupations related to medical records and ICT, as central to the
expectations of privacy of patient information in health care. Somewhat differently,
about one-third of all participants define privacy as appropriate and necessary access
to patient information, while about one-quarter each described privacy’s importance

Privacy concepts Doctors (n¼ 30) (%) Nurses (n¼ 32) (%) Medical records/coders (n¼ 21) (%)

Confidentiality 87 47 43
Appropriate access
to information 27 53 24
Use of medical records 10 22 43
Legal/patient rights 17 31 20
Note:More than one concept was identified by many participants, so columns do not add to 100 percent

Table II.
What are the
expectations about
patient privacy in
health care delivery?
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related to the security and protection of medical records specifically, or as defined in
legal requirements and “rights” of patients. However, some important differences can
be seen across the three professional groups that reveal some different aspects of
professionalism and also of how control of patient information is related to an ethic
central to professional identity (doctors) vs embedded more directly in ongoing
occupational work (nurses and health information staff).

The most prominent concept related to privacy described by physicians was
confidentiality, or protecting (not revealing) patient information and treating patient
information with respect. For example, a physician at AMC1 said simply:

I think a patient should be able to feel confident that what I have said to him or her and what
they [sic.] have said to me […] is going to be confidentially held in every respect.

A physician at the VA indicates not only the expectation of confidentiality but also
what that means for the flow of information from the physician to any other recipient:

My expectations are that anything the patient shares with me is confidential; that it would not
be discussed by anyone who’s not directly involved in the care of that patient, and that that
information would not be sent anywhere outside of the facility or to another potential source
without the consent of the patient.

A physician from AMC2 described confidentiality similarly, but also explained some of
the consequences of it for the doctor-patient relationship:

I think the most important thing is that the patient feels their information is secure; it’s
confidential and that the feeling that they get from knowing that their information is safe
allows a certain level of trust where they feel now that they can share anything that they
really need to share. And if they don’t feel that the information is safe then one of two things
happens, either they don’t share the information [with me], which is dangerous, or they share
it but they ask that it not go on the chart, which can also be dangerous because it means no
one else has that information.

The last two quotes show how some physicians saw confidentiality related to information
sharing necessary for creating a trusting doctor-patient relationship, consistent with the
ethical ideals of the Hippocratic Oath and the centrality of the doctor-patient relationship
in the professional identity of the medical profession. It also shows that most physicians’
discourse about patient privacy encompasses the professional management and oversight
of the information, not only the use of it.

Nurses also identified confidentiality as important, but typically coupled it with the idea
not of professional ethics but of occupational use, specifically, the appropriate (limited)
access to information, in which only those who needed specific patient information should
have access to it. For example, a nurse from AMC1 put it this way:

I think the expectation is that the information will be absolutely kept private and only
available to those people that need it for what they’re doing.

Another nurse at AMC1 said similarly when asked to define expectations of privacy:

[You] don’t access the information if you don’t need it, if you’re not involved in the patient’s care.

About half of all nurses defined privacy as appropriate access to information, with
one-third of them saying this was the only definition of privacy. In contrast to the
physicians, this professional view by nurses does not entail a trusting relationship with
patients, or the necessary information sharing between professionals, but rather one of
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using patient information in the occupational work that nurses do. It also does not
hint at the larger issues of information control and management or even of information
flows, other than that care givers not associated with a patient’s care do not access
that information.

Health information staff involved in medical records and IT also identified
confidentiality and appropriate access as important factors, but they were more likely
than the other two groups to also define privacy as related to patient records
specifically. This makes sense given that the staff we interviewed worked with patient
records and so their contact with patient information was only related to contact
with records. One medical records staff person at AMC1 cited confidentiality, access,
and records as all part of privacy:

[W]orking in the healthcare field really [means] being aware about keeping that patient’s
information confidential […]. [Y]ou’re only looking at a medical record when it pertains to
your job and carrying out your responsibilities of that job and not talking about any content.

Some members of each professional group described the legal or “patient rights”
aspects of privacy. For example, a medical records staff person at AMC1 described
privacy more narrowly related to the legal aspects only:

I think the expectation among people in health care […] in Coding, in Administration, in
Billing […] that we very strictly live and die by HIPAA [the U.S. law that defines and governs
information privacy and security in health care]. It is a big deal, and it’s very well respected,
and everybody is very conscious of it.

Finally, one nurse from AMC1 put all four of the concepts together in her explanation of
expectations about privacy in medical care:

A patient has a right to receive medical care and have his privacy maintained. There is a
federal law that addresses it. There are other laws that address it. Nursing takes an oath,
doctors take an oath, so the expectation is that if you become a patient, then any information
that is shared is private. It is available to people who need it to help take care of you. That
could be the nurse, that could be the secretary or that could be a radiologist within that
system. It should be a closed system and nothing leaves that system until the patient signs a
piece of paper agreeing to allow that information to leave the system. It also should mean that
within the system, we don’t allow information to be exposed for people to look at who
shouldn’t be looking at it.

Responsibility for privacy
We asked respondents who they thought was primarily responsible for protecting
patient information (see Table III). This question was open-ended, and if asked to
clarify we said they could name any actor or type of actor, from specific individuals to
categories/groups or institutions. The most prevalent response, particularly for nurses

Actors responsible for privacy
Doctors (n¼ 30)

(%)
Nurses (n¼ 32)

(%)
Medical records/coders

(n¼ 21) (%)

Providers/physicians 10 0 5
IT Staff, systems 40 3 14
Provider organization 20 9 5
Everyone in the provider organization 30 88 76

Table III.
Who is responsible
for protecting
privacy of patient
information in health
care delivery?
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and health information staff, was that everyone in the provider organization was
responsible for protecting patient privacy. Such statements generally noted that every
employee, including themselves and everyone else, was and should be responsible for
ensuring patient privacy. This category of “everyone” was coded separately from the
relatively few respondents who said that the responsibility rests with the organization
as a whole rather than with the employees within the organization. Identifying
responsibility in the organization overall suggests it is the leadership rather than the
members of the organization who are responsible for protecting patient privacy.

In contrast to nurses and health information staff, the most prevalent response for
doctors was that the IT staff/system was the ultimate responsible party for ensuring
the privacy of patient information. This response from physicians seems to be in
contrast to their views that their core professional ethic of confidentiality was central
to the management of patient information. Indeed only a very few doctors identified
physicians/providers as having the primary responsibility for the privacy of patient
information. This disconnect among physicians, between citing the centrality of the
professional ethic of confidentiality for ensuring patient privacy while placing
responsibility for protecting patient information on IT staff and systems, may reflect
some recognition on the part of physicians that once information is embedded in
complex electronic records systems, they no longer have the professional control or
expertise to control it or ensure its protection.

Privacy in practice
Our next set of questions asked respondents to describe how they protected patient
information and ensured privacy in their “day-to-day work in health care” (see Table IV).
Note that three of the six day-to-day practices respondents described, confidentiality,
records, and legal rules, are parallel to the ideals for privacy identified above (see Table II).
For example, a physician at AMC1 described his practices around confidentiality as follows:

Do I think about it [privacy] in my day to day work? Well, depends what I’m doing, but
information that is disclosed to me, I don’t talk about it unless I’m talking to [another provider].

Similarly, another physician at AMC1 noted that workers were expected to refrain from
talking and even listening in public areas of the hospital:

There’s a certain level of deliberate oblivion in an institution, within these four walls. I put my
earmuffs on and keep going […]. How much can you talk about [a patient’s care] with others
in order to get your job done, but protect the patient in the best way? It’s that balance.

Behavior and practices related to
Doctors (n¼ 30)

(%)
Nurses (n¼ 32)

(%)
Medical records/coders

(n¼ 21) (%)

Confidentiality 33 9 52
Interaction: spatial/personal/family 30 59 9
Records 23 22 57
Nature of work tasks 27 0 9
Technology 17 34 19
Legal (HIPAA)/organizational
Rules

30 6 33

Note:More than one concept was identified by many participants, so columns do not add to 100 percent

Table IV.
How do you ensure

privacy in your
day-to-day work?
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A health information administrator from the medical records office at AMC1 explained
her practices around confidentiality this way:

[I]t’s [my] responsibility not to disclose inappropriately information from a patient’s record
and when I say disclose inappropriately, to different people, that means different things […]
You certainly don’t stand on a lunch line and be talking about it. You certainly don’t stand in
an elevator and be talking about somebody that you just treated […]. You’re being entrusted
with it [patient information]. You guard it.

In these examples, control of information via discretion in whether, where and to
whom one shares patient information is how health care professionals practiced the
ethic of confidentiality.

Nurses were more likely to describe privacy practices related to their direct
interaction with patients, either in the clinic or on the phone. Privacy practices in the
clinic typically had to do with making sure patients had a private space to disrobe and
talk with care givers. Others described talking about personal matters with patients
and their family members. For example, a nurse from AMC2 said:

[When I’m] calling a patient, [first] making sure I have the correct patient that I’m speaking to.
[Sometimes we] get a family member who says I can leave the information. So we can look up
in the computer if there’s a release [form] on file to speak with a family member. So just being
careful who you’re giving information out to and identifying them before you […] actually
give them patient information.

A physician at AMC2 discussed privacy as confidentiality as well as privacy in the
clinic environment and in the medical record:

I think about [privacy] every day. I think about it multiple times a day […] So I think about it
every time I am in the room with a patient and making sure that they understand the details
about the confidentiality of the computer. I try to give them a little education about yes this is
a computer system, but we can track this. I tell them that I think it [patient information in
electronic records] is actually more confidential than it was in the past.

Some of the health information staff and the physicians discussed that privacy
practices were related to the nature of their work tasks. For some staff who work
coding information in medical records, patient privacy was protected because of how
busy they were. One coder at AMC1 put it this way:

I have to code too many individuals to be thinking about that person’s business.

Similar to the practice of “not listening” to private information in the context of the physical
environment of the clinic or hospital, privacy in the context of EHRs became “not reading”
private information in records. Nurses explained that the expectation in a semi-private
triage area with multiple computers and multiple staff was that no one would look at a
computer screen if a patient record was open. Similarly, health information staff noted that
they regulated how they viewed the EHR. Although any personnel authorized to enter an
electronic record would gain access to all of the information in that record, nearly all said
that they looked at only the parts of the record needed to do their job.

Others talked about the technical and legal issues associated with information
sharing in health care delivery. For example a physician at AMC2 described her
day-to-day privacy practices as follows:

I think it’s mostly got to do with some of the technicalities of information transfer, at least
within the context of an EHR, so if we need records from another doctor’s office or hospital
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when we’re seeing a patient, it’s not a great philosophical thought process, but it’s a,
“Hey, what do I need to do to get the information that I need? Do I need to get a release
of information [form], or don’t I, either formally, or informally?” So, it’s sort of those kinds of
mechanistic things you need to think about.

This example illustrates how the control of patient information is deeply embedded in
bureaucratic rules and process rather than (or in addition to) the professional judgment
of the physician.

Another physician at AMC2 discussed the fact that electronic records can be shared
across care givers, which has implications not only for patient information, but also for
intra-professional relationships among physicians:

[When] patients call and say, “who would you recommend for me to see as a specialist?”Well
this is a common record and everything is recorded. So, when I say I would recommend Dr A,
well, Dr A can read that. Dr B can read it. Dr C can read it. In the past, I would put a message
to my nurse telling him to see Dr A So you really have to think carefully about how you’re
going to put that because in fact Dr A, B, and C are probably all fine. You’re just saying for
this particular patient, Dr A would be better. It’s not like Dr B and C are bad.
I think you have to be careful about that.

This extended quote illuminates how technology alters not only the doctor-patient
relationship, but also has implications for professional relationships among physicians.
Changes in the professional control of patient information, brought about because EHR
systems enable sharing the medical record across multiple practitioners, create
professional boundary challenges for individual practitioners. What used to be a
professional decision – which specialist to recommend to a patient – was not visible
outside of the doctor-patient relationship, but now is part of an electronic record
accessible by many different parties including competing specialists.

A more troubling practice that clinical providers described to “protect privacy” was
to edit the content they entered into the record itself. Some providers (physicians and
nurses) noted that because EHRs allowed more and different parties, including
patients, to see the record, they were beginning to use vague language, and/or
simplifying text in the record because they did not want to expose that information to
everyone with access to the record. One radiology nurse observed:

I’m getting vaguer and vaguer about what I write [in general notes or history] […] because it
gets copied and pasted […]. Does the person who does their carpal tunnel surgery really need
to know they had a breast implant?

Another physician at AMC2 said:

Occasionally there will be cases where the patient and I discuss what is going to go on [in] the
record […] Let’s say they are going through a divorce and they have certain things that are really
bothering them. This chart is not just for our clinic now. It can be seen anywhere by any legitimate
provider and so you need to be cognizant of that more. You end up just saying “[this patient is]
having some marital difficulties” and that’s it. No details. That’s something that just by the nature
of [the record] being no longer just within our clinic that I’ve made some adjustments.

One consequence of limiting the information in a record this way was observed by a
medical coder, who remarked:

I think the information in the records has become a lot more vague […]. I’ve seen notes that
said absolutely nothing about what the patient came in for, and if an outside doctor [needed]
the record to follow up care, they wouldn’t have a clue what the patient was seen for.
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Historically, the medical record has been a tool for providers, serving as a source of
information about patients and a repository of communication between providers,
and of course as a tool for billing (Berg and Goorman, 1999; Timmermans and
Berg, 2003). EHR alter the artifact of the medical record from primarily a clinical tool
for professionals providing medical care, to a more patient friendly instrument
facilitating doctor/patient communication, but also enabling organizational and other
interests such as insurance billing and quality control. While patient access to
medical records has many benefits, including enhanced communication with care
givers (Delbanco et al., 2012; Walker et al., 2011), there may also be unintended
consequences to changing what the records contain. Changes in the number and type
of actors who can view the record, appear to be altering one of the fundamental
functions of the medical record, away from a tool controlled by the professions of
medicine, particularly physicians, for the inter- and intra-professional control of
(the documentation, communication, and exchange of) client information, to something
less valuable, at least to the profession.

When asked about how new laws governing health information affect privacy
(e.g. HIPAA in the US), some explicitly stated that laws did not change anything.
For example, a physician from AMC1 explained, “I just continue what I have always
done [regarding patient privacy].” Similarly, a nurse at AMC2 explained, “I think you
use your best judgment as a professional [regarding patient privacy].”

Others said that laws highlighted the importance of patient privacy, but did
not necessarily or dramatically change any practices. One IT administrator from
AMC2 noted, “I think HIPAA introduced that we have to get serious about
[patient privacy].”

However, others felt that new legal regulations actually undermined existing
professional ethics and practices of privacy in health care by inserting federal law over
and above the professional standards that already existed. A physician at AMC1 said:

The law [HIPAA] suggests to the patient that before this, physicians weren’t respecting
[privacy], and now they have to because it’s the law. I think that is absolutely not accurate.

While none of those we interviewed believed that health information laws alone made
privacy important in health care, some said that it caused them to change some
practices. For example, nurses used only the first names of patients in waiting rooms.
In large group clinics some devised specialized practices to maintain privacy.
According to one nurse:

Our [rehabilitation clinic] is open, and hospital policy is that […] you have patient privacy
[…]. [To] do proper patient identification […] you identify a patient by their name and date of
birth, but you don’t want to announce it to the whole room […]. So, we had to come up with
little cards that […] has their name and date of birth on it and it’s just a way for us to do
patient identification without announcing to the whole room who they are.

Others said that new laws along with new technologies like EHRs affected the team-
based nature of medical practice. For example, a physician from AMC2 said:

Before HIPPA came out they used to have this big wall in the front of the ER where
everybody can see it where they would put [patient] last name and chief complaint and then
everybody would go up there and check off. If I wanted to sign up for [a particular] patient,
I would put my initials down [next to the name] […]. It was so hard [moving to] the electronic
medical record to create a secure system that protected the patient’s health information but
still allowed the ER staff to work as a team to share [information].
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Finally, some providers simply resisted changing practices in response to new laws.
For example, when communicating information across accepted channels within the
hospital, one radiologist at AMC1 noted:

We’re always talking about HIPAA compliance and things like that […]. but sometimes when
we page people – you can do a text page [and] type in the last name of the patient – people
[got] really strict about privacy. [They say] “just enter […] the patient’s number.” But,
I sometimes just enter the last name, and say “Could you call me about Smith? I have a chest
x-ray on Smith?” thinking that’s not really that identifiable. If that got intercepted by
someone, they couldn’t really figure out who that was […]. You might think it’s a breach of
confidentiality if you interpret it kind of strict I guess.

Despite being a clear violation of the law, not to mention actually putting patient
confidentiality at some risk, since most patient surnames are not as generic as “Smith,”
this physician simply continues to follow a practice used prior to the new regulations.
This is consistent with the idea of “work-arounds,” using technology in unintended or
disallowed ways in order to accomplish the work while (at least symbolically)
maintaining privacy (Ash et al., 2004; Koppel et al., 2008).

In contrast, some physicians also recognized that new laws and technologies could
help protect patient privacy. According to one VA physician:

People have justifiable concerns about the privacy of their medical information. For instance,
a patient of mine came to me because his sister had a stroke at a relatively young age. He had
a strong family history of strokes […] so he wanted to get genetic testing done. We talked up
and down about it […]. He was concerned that his insurance company would get hold of it and
[…] would not then cover any stroke because it was a pre-existing condition. He did the test,
positive actually, so I put the little secure note on [his record].

In this case, the physician opted to use an extra technical security feature in an effort to
address a patient’s concerns and as a precautionary measure in case information was
exposed to unintended audiences (i.e. private insurance company). It is worth noting,
however, that if the patient’s insurer was billed for the genetic test, as would typically be
the case, they would be aware that a test was done. Insurers then may ask the patient for
the results, and failure to be truthful can result in denial of insurance coverage in the
USA. The 2012 Affordable Care Act in the USA, however, makes this problem somewhat
moot in that insurers are no longer able to exclude pre-existing conditions from coverage.

Discussion and conclusion
Information control is central to professions. Today, professionals in health care face new
technologies and new regulations that affect how they use patient information, which
challenges patterns of professional control of information. In this study, we set out to
explore how different professionals in health care define and describe privacy, i.e., the
control and protection of patient information, as well as how they use the discourse of
professionalism to discuss information control. Specifically we sought to identify how
different types of health care professionals think about and protect patient privacy in the
practice of medical care. In addition, we explored how recent changes, both the introduction
of ICTs and new legal requirements, affect their professional control of patient information,
and whether they use the discourse of professionalism to accept, resist, and/or justify
changes to the control and use of patient information in health care.

The health care providers we studied actively sought to uphold the protection
(and control) of patient information through professional ethics and practices, as well
as through the use of technologies and compliance with legal regulations. They used
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discourses of professionalism, as well as of law and technology, to sometimes accept
and sometimes resist changes to practice required in the changing technological and
legal context of health care. In our study, each professional group believed that patient
confidentiality and information protection was important, but generally defined it in
somewhat different ways, saw different groups as responsible, and “practiced” privacy
somewhat differently in the course of their day-to-day work. For example, nurses, who
regularly interact with patients and their families, focussed more on the interactional
dynamics of protecting privacy in their occupational work. In contrast, physicians
focussed primarily on the professional ethics and practices of confidentiality, while at
the same time seeing responsibility for patient information privacy as resting with IT
systems and staff. Alternatively, health information staff focussed more on a formal
sense of privacy embedded in laws and organizational rules.

For most of the physicians, information control is deeply part of their professional
identity, embedded in professional ethics and also in professional practices related to
the control of inter- and intra-professional exchange of information. So changes to
existing patterns of information control, particularly those via ICTs that enable broader
access to patient records (e.g. by all other providers who may receive a referral, not only
the referred-to provider) or those that affect communication between providers
(e.g. rules about paging patient-identifying information), raise concerns for many
physicians, and even resistance among some. Given the professional commitment to
confidentiality voiced by most of the physicians in the study, it is somewhat surprising
that most physicians seemed to abandon that commitment when asked who was
responsible for protecting the privacy of patient information. However, this may reflect
that physicians sense a loss of professional control over information once it is entered
into complex IT systems over which they have little control or professional expertise to
ensure its protection.

For nurses, the professional control of information seems to be mostly embedded in
their work practices (e.g. interacting with patients directly or over the phone). Changes
to those practices brought about by technology or regulations were accommodated by
nurses into their work routines (e.g. information cards in group clinic settings) in ways
that retain consistency with their professional identity via their occupational work.
In contrast, the respondents from newer professions in information technology and
records management had information control via new technologies and regulations as
central to their professional identities. Indeed such things were integral to their
professional discourse and illustrates a difference from the type of professional
discourse espoused by physicians and even nurses. Evetts (2006) identifies such
discourse as “organizational professionalism” in which the discourse of control is
mostly embedded in bureaucratic structure, incorporating rational/legal decision
making, hierarchical structures of authority, standardization of work practices, and
accountability and performance review. Evetts (2006) contrasts this form of
professional discourse with the more traditional “occupational professionalism” that
is the discourse produced within a profession itself that involves discretionary decision
making and occupational control of work, collegial authority, and a trusting
professional-client relationship. The latter is clearly evident in the physicians’
descriptions of privacy, and also to some extent in the nurses. To the extent that health
information professionals’ practices related to the control of client information are
aligned primarily with organizational goals and interests, they are likely to come into
conflict with physicians and possibly nurses. In addition, if their professional identity is
embedded in the provider organizations of the hospital/clinic rather than a community
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of professionals, they may undermine the value and practices of information control
embedded in the professions of medicine and nursing.

The entry of new professional groups who aspire to a professional identity by
embracing ethical codes of conduct and other aspects of professionalization (Suchman
and Dimick, 2010) also create challenges to the control and meaning of the medical
record. Because health information professionals, in contrast to physicians and nurses,
are more likely to espouse “organizational professionalism” (Evetts, 2006) that is more
in-line with the bureaucratic standards and decision making of the clinic or hospital
organization rather than the professional obligations of service to the client, they create
an intra-professional challenge to the nature of professional information control
espoused by more traditional occupational professions of nursing and medicine. The
changing nature of information control in health care, and the role of IT as well as state
regulation in such changes, have implications not only for the clinical professions but
also for health care delivery overall as newer professional groups, with different
interests and professional obligations, come to play a larger role in medical care.

These differences may stem not only from different orientations to professionalism
(Evetts, 2006), but also different histories of professional development and
institutionalization (e.g. Crompton, 1987; Davies, 1996; Freidson, 1970b; Suchman
and Dimick, 2010), as well as to differences in the nature and organizational location of
medical work (e.g. Barley, 1986; Heimer and Staffen, 1998). More importantly, such
differences suggest that some professional groups may be more likely to (be able to)
resist changes in control over their work that stem from new technologies or regulatory
policies. According to Suchman and Dimick (2010), “the health information field is
becoming increasingly professionalized and […] inter-professional dynamics in the
field are becoming increasingly rich, complex, and consequential” (p. 141). That is, some
groups may recognize that new IT systems and new regulations challenge the
existing social control of information in health care, with the potential to undermine
(or alternatively, bolster) professional self-control for some, but not necessarily all,
occupational groups. Such challenges may cause shifts in the extent of professional
information control in some professional groups (e.g. decreased control among
physicians but increased control among health information professionals) thereby
shifting the balance of power, authority, or status among groups. However, changes in
status or power within one professional group (e.g. physicians) are not equally
distributed across all types of professionals in that group (e.g. across all specialty
groups) (Barley, 1986), so future research should continue to explore how information
control may change within professional groups as well as between them. Finally,
challenges to or changes in information control practices within professions, brought
about by technology or regulations, will likely require changes in the training of new
professionals, which may ultimately alter professional identity as well.

In addition to differences between professional groups, the findings presented here
also show that more generally throughout health care, practitioners are changing at least
some professional practices because of technological and regulatory changes, but it is not
clear what will be the implications of such changes. Changes in technology that affect
professional control can disrupt not only professions and occupations, but entire
organizations and institutions (Barley 1986; Harrison et al., 2007; Orlikowski and Barley
2001). Early in the twentieth century, the move from treatment casebooks to patient-
based case files as a mechanism of information management was both a response to, and
a prerequisite for, increasing complexity in medical care (Howell 1995; Timmermans and
Berg 2003). This change in complexity brought with it the emergence of new professional
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groups (e.g. record librarians) and the disappearance of other actors (e.g. “low quality”
surgeons and hospitals) (Howell 1995; Timmermans and Berg 2003). It remains to be seen
how current changes to information control in health care may re-order not only the
professions, but also the organizations and institutions throughout the delivery system.

New information technologies, such as EHR, are being widely implemented across
health care (Adler-Milstein et al., 2014; DesRoches et al., 2010; Hsiao et al., 2013). Though
EHRs are expected to play a key role in improving the quality of health care in the USA
and elsewhere by facilitating the flow of information, they also introduce challenges to the
basic information control practices of the professional groups in health care (Halford et al.,
2009; Heath et al., 2003; Vikkelsø 2007). Although a relative late-comer to the information
age, the dramatic changes currently underway related to the gathering, management,
and control of patient information are producing significant challenges for health care
professionals that may transform the very nature of medical professions.
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